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$EVWUDFW
7KHQHFHVVLW\RIKDYLQJLQWHOOLJHQWPHWKRGRORJ\WRDFFHVVGDWDEDVHVLQQHWZRUNVKDVEHFRPHPRUHDSSDUHQWLQ
WKH DJH RI GLVWULEXWHG QHWZRUNV 8VLQJ VHPDQWLFV DQG RQWRORJLHV FDQ EH KLJKO\ KHOSIXO LQ GHYHORSLQJ VXFK
PHWKRGRORJLHV DV WKH\ SURYLGH WKH UHTXLUHG FODVVLILFDWLRQV DQG PLQHG LQIRUPDWLRQ 7KH QHFHVVLWLHV WKDW DUH
UHTXLUHGE\WKHGDWDEDVHDGPLQLVWUDWRUWREXLOGGXUDEOHUHOLDEOHDQGIOH[LEOHGDWDDFFHVVPHWKRGRORJ\KDYHEHHQ
KLJKO\ DSSUHFLDWHG 7KLV VWXG\ WKDW FRPSDUHV EHWZHHQ WKH SURSRVHG V\VWHP DQG FRQYHQWLRQDO PHWKRGV IRU
H[DPSOH5ROH%DVHG$FFHVV&RQWURO5%$&DQGFODVVLFDOFKDLQEDVHGPHWKRGV7KHFRPSDULVRQLVGRQHXVLQJ
DSSOLFDWLRQVLQWKHKHDOWKFDUHVHFWRU7KLVVWXG\LVEDVHGRQUHDOVXUYH\VWKDWKDYHEHHQFRQGXFWHGLQDQDFWLYH
KRVSLWDOLQWKH6WDWHRI.XZDLW
.H\ZRUGV GDWD DFFHVV FRQWURO KHDOWKFDUH LQIRUPDWLRQ V\VWHPV LQIRUPDWLRQ SURWHFWLRQ SHUVRQDO LQIRUPDWLRQ
FKDLQSHUVRQDOLQIRUPDWLRQPDQDJHPHQWUROHEDVHGDFFHVVFRQWURO5%$&
,QWURGXFWLRQ
7KHUH DUH YDULRXV WHFKQLTXHV WKDW KDYH EHHQ SODQQHG IRU PDLQWDLQLQJ FRQILGHQWLDOLW\ LQ WKH OLWHUDWXUH 7KHVH
WHFKQLTXHVYDU\IURPVLPSOHUXOHVVSHFLILFDWLRQVVXFKDVWKRVHSURYLGHGLQWKH3ODWIRUPIRU3ULYDF\3UHIHUHQFHV
RU33:&WRYHU\FRPSOLFDWHGPHWKRGRORJ\VXFKDV+LSSRFUDWLF'DWDEDVHRU+'%*UDQGLVRQHWDO
%\XQHWDO$JUDZDOHWDO+RZHYHUERWKWHFKQLTXHVKDYHSURYHGWRVXIIHUGHILFLHQFLHVDVLW
LVQRWHQRXJKWRVHW WKHUXOHVDVVSHFLILHG LQ33EXWDOVR WREHDEOH WRHQIRUFH WKHPWHFKQLFDOO\:KLOHDW WKH
VDPHWLPHLWLVQHHGHGWRPDLQWDLQWKHVLPSOLFLW\RIWKHGDWDEDVHGHVLJQZKLFKWKH+LSSRFUDWLFGDWDEDVHODFNV
2QHRI WKHPHWKRGVLQ WKHOLWHUDWXUH WKDWKDYHEHHQSURYLQJUHOLDEOH LQGDWDDFFHVVPDQDJHPHQW LV5ROH%DVHG
$FFHVV&RQWURO5%$&6DQGKX)HUUDLROR	5LFKDUG6HOHFWLRQVLQ5%$&DUHPDLQO\EDVHGRQ
WKHUHVSRQVLELOLWLHVWKDWXVHUVFRQWDLQDVDQHOHPHQWRIDJURXS)RUH[DPSOHLQWKHKHDOWKFDUHV\VWHPXVHUVKDYH
FHUWDLQ DSSRLQWHG UROHV VXFK DV D GRFWRU QXUVH RU RIILFH DGPLQUHFHSWLRQLVW UHFHSWLRQLVW DV ³DGPLQ´ DUH
SUHIHUUHGKHUHDIWHU7KHULJKWVDUHPHUJHGE\UHVSRQVLELOLW\GHVLJQDWLRQZKHUHWKHXVHRISRVVHVVLRQVUHPDLQV
OLPLWHG WR WKH ZRUN SHUVRQQHO ZKR IROORZ WR XQGHUVWDQG WKH DVVRFLDWHG UROHV RI WKH MRE 7KH UROH RI GRFWRU
FRQVLVWV RI IXQFWLRQV WR SUHVHQW DQ DQDO\VLV UHFRPPHQG SUHVFULSWLRQ DQG PDNH UHTXHVWV IRU [UD\ WHVWV ZKHQ
QHHGHGZKLOHWKHUHVSRQVLELOLWLHVRIDQXUVHDUHUHVWULFWHGWRUHDGRQO\DFFHVVIRUFRPSUHKHQGLQJWKHTXDQWLW\RI
WKHPHGLFLQH+RZHYHUWKH5%$&PRGHOFDQZRUNHIILFLHQWO\LQVRPHDUHDV 
7KH GLIIHUHQW UHVSRQVLELOLWLHV DQG VLWXDWLRQV LQ WKH 5%$& PRGHO FDQ SURYLGH HYLGHQFH RI EHLQJ GLIILFXOW
FRQFOXGLQJ LQ ODUJH VFDOH RI UROH GHVFULSWLRQV DQG XVHUV DUH SURGXFLQJ PRUH UHVSRQVLELOLWLHV LQ VRPH FDVHV
)XUWKHUPRUH 5%$& WHQGV WR EH OHIWRYHU WR VRPH H[WHQW ZKLOH FXUUHQW QHFHVVLWLHV DUH JUDGXDOO\ PRUH
ILQHJUDLQHG 7KH SULPDU\ 5%$& PRGHO KDV EHHQ EDVHG RQ WKH RSWLRQ RI WKH SHUPLVVLRQV RQO\ ZKLFK PXVW
FOHDUO\LGHQWLI\WKHUHMHFWLRQWRWKHDFFHVVDQGWXUQRXWWREHVLJQLILFDQW7KHVHFLUFXPVWDQFHVKDYHFRQFOXGHGLQ
VHYHUDOFKDQJHVGHYHORSHGLQWKHPRGHORI5%$&LQYROYLQJ7DVN%DVHG$FFHVV&RQWURORU7%$&7KRPDV	
6DQGKX  %XW QRQH RI WKHVH 5%$& YHUVLRQV KDYH SURYHQ VXFFHVVIXO LQ RYHUFRPLQJ WKH VLWXDWLRQ
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


UHSUHVHQWDWLRQGLIILFXOWLHVWKDWLQLWLDO5%$&VXIIHUV 
&KDLQ%DVHG$FFHVV&RQWURO&K%$&V\VWHPKDVEHHQGHULYHGIURPWKHHDUOLHULGHDRIDFKDLQRIDFWVWKDWKDYH
EHHQUHFRPPHQGHGE\$O)HGDJKL)HGDJKLLQWURGXFHGWKHSODQE\YDU\LQJWKHVWDQGDUGVRILQIRUPDWLRQ
DFFHVVVXSHUYLVHIURPSURFHGXUHV WRFKDLQVRIUHVWULFWHGDFWLRQV,WKDVEHHQFODLPHGWKDW WKHDGPLQLVWUDWLRQRI
TXDOLW\DQGXVHUV¶SHUVSHFWLYHDUHDGLIILFXOWSUREOHP7KHPDSSLQJSURFHGXUHLVVLPSOLILHGE\DVVLJQLQJWKHUROHV
WRXVHUVDQGWRDFFHVVSHUPLVVLRQVOLQNHGZLWKUHVSRQVLELOLWLHVEXWQRWRSHQO\WRLQGLYLGXDOXVHUV2PUDQHWDO
 
7KHFKDLQRIDFWVPHWKRGFRQVLVWVRIDSRVLWLRQRIVHYHQSDUWLDODFWVFROOHFWLQJFUHDWLQJVWRULQJXVLQJPLQLQJ
SURFHVVLQJDQGGLVFORVLQJSHUVRQDOLQIRUPDWLRQ)LJXUHZKLFKDUHVSUHDGDPRQJWKHXQOLNHVHWVRIUROHV7KH
IXQFWLRQVGHVFULEHWKHSROLF\DQGREMHFWLYHVDFFRUGLQJWRZKLFKFHUWDLQVHWVRIUROHVDUHSURYLGHGZLWKWKHDFFHVV
WRWKHUHFRUG,WDOVRLQYROYHVWKHSURFHGXUHVWKDWFDQDOORZWKHXVHUWRLPSOHPHQWDFWLRQVRQWKHGDWDEDVH
)LJXUH  VKRZV WKDW WKH GDWD SUDFWLFH FDQ EH GLVWULEXWHG LQWR PDLQ SDUWV VSHFLILFDOO\ FRPSLODWLRQ IRUPDWLRQ
RUJDQL]LQJDQGH[SRVpRILQGLYLGXDOLQIRUPDWLRQ(DFKSDUWFDQEHUHODWHGZLWKDTXDQWLW\RIDSSURYHGDFWLRQV
)RU H[DPSOH D VFHQDULR RI D GRFWRU ZKR FUHDWHV D PHGLFDO UHFRUG WKHQ 6WRUHV LW LQ WKH GDWDEDVH FDQ EH
FRQVLGHUHG,WFDQEHWKHQ3URFHHGHGLWE\XVLQJLWWRUHOHDVHDILQDOGHFLVLRQRIPDNLQJDVXUJHU\

)LJXUH3HUVRQDO,QIRUPDWLRQ)ORZ0RGHO

$O)HGDJKLKDVSUHVHQWHGDFODLPWKDWVSHFLILFUROHRIDQLQGLYLGXDOFDQEHWUDQVIRUPHGLQWRDVHTXHQFHRI
DFWLRQVRQUHFRUG,WKDVDOVREHHQGHFODUHGWKDWLQGLYLGXDO¶VLQFRPSOHWHDFWLRQVFDQEHXVHGWRSURSRVHDPRUH
VWURQJGDWDDFFHVVRUJDQL]HPHFKDQLVPVWKDWPLJKWJXDUDQWHHWKHSULYDF\RILQGLYLGXDOLQIRUPDWLRQ6RWKHUHLV
PDQDJHDEOHVHWRIUHVWULFWHGWDVNVLQVWHDGRIORQJSROLF\WDEOHV2PUDQHWDO
0DWHULDODQG0HWKRGV
2.1 Scenarios 
7KHGLVWLQFWLYHVFHQDULRVKDYHEHHQUHFRPPHQGHGLQWKLVSDUWRIKHDOWKFDUHDOORFDWLRQLQDKRVSLWDOHQYLURQPHQW
7DEOH  VKRZV VRPH H[DPSOHV RI WKH VLWXDWLRQV WKDW UHJXODUO\ WDNH SODFH LQ D W\SLFDO KRVSLWDO 7KH IXOO VHW RI
VFHQDULRVLVDYDLODEOHXSRQUHTXHVW2PUDQ7KHIXOOOLVWKDVEHHQFDUHIXOO\GLVWUDFWHGIURPSURFHGXUHVDW
WKH³,QWHUQDWLRQDO&OLQLF´,QWHUQDWLRQDO&OLQLFLQ.XZDLWDQGLQFOXGHV
3DWLHQWUHJLVWUDWLRQ±UHSUHVHQWHGLQ7DEOHDVVFHQDULR+HUHWKHSDWLHQWKDVEHHQUHJLVWHUHGE\WKHDGPLQ
IRUWKHLQLWLDOWLPHZKRFROOHFWWKHLUEDVLFLQIRUPDWLRQ7KHSDWLHQWUHFRUGLVWKHLQGLYLGXDOGDWDEDVH
7KHEDVLFGHWDLOVDUHSURYLGHGWRWKHRIILFHDGPLQE\ILOOLQJDIRUPZKHQDSDWLHQWYLVLWVWRWKHKRVSLWDOILUVWWLPH
7KHSDWLHQWKDYHWRSURYLGHRWKHULQIRUPDWLRQZKHQUHTXLUHV7KHSDWLHQWKDVWRSURYLGHDYDOLGFDUGLIRZQVD
KHDOWKLQVXUDQFHDWWKHWLPHRIUHJLVWUDWLRQ7KHUHFRUGLVFUHDWHGLQWKHGDWDEDVHZKHQDSDWLHQWKDVSURYLGHGWKH
LQIRUPDWLRQ ,QIRUPDWLRQ UHJDUGLQJ SDWLHQW ZKLFK LQFOXGHV SHUVRQDO LQIRUPDWLRQ LV UHFRUGHG LQWR WKH PHGLFDO
ILOH2PUDQHWDO7KHDGPLQFROOHFWVWKHSDWLHQW¶VLQIRUPDWLRQDQGWKHQVWRUHVWKHLQIRUPDWLRQWRSURYHLW
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


LQ &K%$& 7KH DUUDQJHG VFHQDULRV DUH SUHVHQWHG LQ 7DEOH  ZKLFK KDV FUHDWHG WKH RULJLQ RI H[SHULPHQWDO
RXWFRPHV

7DEOH  /LVW RI 6RPH 7\SLFDO 6FHQDULRV LQ +HDOWKFDUH ,QVWLWXWLRQV )XOO VHW RI VFHQDULRV DUH DYDLODEOH LQ WKH
VWXG\SUHVHQWHGE\2PUDQ
1R 3RVVLEOH6FHQDULRV)RU8VHU*URXSV
1DPHRI6FHQDULR 'HVFULSWLRQ 'DWDEDVH(QWLWLHV 'DWD$FFHVV3ULYLOHJHV
 $GPLQ5HFHSWLRQLVW 1HZSDWLHQWUHJLVWUDWLRQ 5HJLVWHULQJSDWLHQWVIRUILUVWWLPHWDNLQJEDVLFGHWDLOV
3DWLHQWUHFRUG &UHDWLRQRISDWLHQWUHFRUGEXWUHDGHGLWRQO\IRUGHPRJUDSKLFSDUW
  %RRNLQJDSSRLQWPHQWV 3DWLHQWERRNLQJIRUWKHQH[WDSSRLQWPHQW 3DWLHQWUHFRUG$SSRLQWPHQWV
5HDGHGLWDFFHVVWRGHPRJUDSKLFSDUWDQGQRDFFHVVWRRWKHUSDUWV5HDGHGLWFUHDWLRQDQGGHOHWLRQDFFHVVWRDSSRLQWPHQWUHFRUGV
  9LVLWIRUDSSRLQWPHQW 3DWLHQWDUULYLQJWRVHHGRFWRUZLWKH[LVWLQJDSSRLQWPHQW
3DWLHQWUHFRUG$SSRLQWPHQWV
5HDGZULWHDFFHVVWRGHPRJUDSKLFSDUWDQGQRDFFHVVWRRWKHUSDUWV5HDGZULWHFUHDWLRQDQGGHOHWLRQDFFHVVWRDSSRLQWPHQWUHFRUGV
  %LOOLQJ 3UHSDULQJDQGPDQDJLQJELOOVZLWKLQVXUDQFHFRPSDQ\
3DWLHQWUHFRUG%LOOLQJUHFRUGV
5HDGDFFHVVWRGHPRJUDSKLFSDUWDQGQRDFFHVVWRRWKHUSDUWV5HDGHGLWFUHDWLRQDQGGHOHWLRQDFFHVVWRELOOLQJUHFRUGV
  0DQDJLQJ3DWLHQWV 0DQDJLQJSDWLHQWVIRUDFWLRQVUHTXLUHGE\KHDOWKFDUHSURIHVVLRQDOV
3DWLHQWUHFRUG5HIHUUDOUHFRUGV$SSRLQWPHQWV
5HDGDFFHVVWRGHPRJUDSKLFSDUWDQGSKDUPDF\UHFRUGVEXWQRDFFHVVWRRWKHUSDUWV5HDGDFFHVVWRUHIHUUDOUHFRUGVGRFWRUV¶OHWWHUV5HDGZULWHFUHDWLRQDQGGHOHWLRQDFFHVVWRDSSRLQWPHQWUHFRUGV
 'RFWRU &RQVXOWDQW 5RXWLQH3DWLHQW&RQVXOWDWLRQ
6HHLQJSDWLHQWVZKRKDYHDSSRLQWPHQWRUDUHRQOLVWVWREHVHHQ
3DWLHQWUHFRUG5HIHUUDOUHFRUGV$SSRLQWPHQWV
5HDGZULWHDFFHVVWRIXOOSDWLHQWUHFRUG5HDGDFFHVVWRUHIHUUDOUHFRUGVGRFWRUV¶OHWWHUV5HDGZULWHDFFHVVWRDSSRLQWPHQWUHFRUGV
 1XUVH 1XUVH&RQVXOWDWLRQ 3DWLHQWLQLWLDWHGVHUYLFHUHTXHVWVZLWKDSSRLQWPHQW
3DWLHQWUHFRUG$SSRLQWPHQWV
5HDGHGLWDFFHVVWRGHPRJUDSKLFDQGQXUVLQJSDUWDQGQRDFFHVVWRRWKHUSDUWV5HDGHGLWFUHDWLRQDQGGHOHWLRQDFFHVVWRDSSRLQWPHQWUHFRUGV
 0DQJHUDQG'DWDEDVH$GPLQLVWUDWRU
&RPSOLDQFHDXGLWLQJ $SDWLHQWLVFRPSODLQLQJDERXWVHQVLWLYHLQIRUPDWLRQEHLQJGLVFORVHG$QGKHDVNHGWKHKRVSLWDOWRNQRZZKRLVEHKLQGWKLVGLVFORVLQJ
3DWLHQWUHFRUG5HIHUUDOUHFRUGV$SSRLQWPHQWV
5HDGHGLWDFFHVVWRGHPRJUDSKLFSDUWDQGQRDFFHVVWRRWKHUSDUWV5HDGHGLWDFFHVVWRUHIHUUDOUHFRUGVUHDGHGLWFUHDWLRQDQGGHOHWLRQDFFHVVWRDSSRLQWPHQWUHFRUGV
 
2.2 Ontology 
$VGLVFXVVHGHDUOLHUWKHPRVWLPSRUWDQWVHTXHQFHSUREOHPVLQGHVFULELQJWKHFRQGLWLRQVDQGKRZWRLPSOHPHQW
WKHP LQ DFWXDO SKDVH VXFK DV WKH KHDOWKFDUH DUHD KDYH EHHQ VXJJHVWHG ,Q WKLV ZRUN WKH UHVXOWV KDYH EHHQ
UHFRPPHQGHG E\ GHILQLQJ WKH FKDLQ WHUPV LQ RQWRORJ\ ZKHUH DQDO\]LQJ DUHD LQIRUPDWLRQ LV IHDVLEOH RQFH D
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


GHFODUHGUHTXLUHPHQWRIWKHWHUPVLVDFFHVVLEOH2IILFLDOLQYHVWLJDWLRQRIVLWXDWLRQVLVYHU\LPSRUWDQWZKHQERWK
VHHNLQJWRUHFODLPSUHVHQWLQJRQWRORJ\DQGH[SDQGLQJLW
7KHSHUVRQDOLQIRUPDWLRQRIGHYHORSHGRQWRORJ\LQKHDOWKFDUHFDQWKHQEHXVHGDVDVRXUFHIRUPDQ\DSSOLFDWLRQV
EXWIRUWKHSXUSRVHRIWKLVVWXG\LWKDVEHHQDSSOLHGLQWKHGDWDDFFHVVDGPLQLVWUDWLRQ7KHRQWRORJ\HVWDEOLVKHG
E\ WKH3URWpJp2ZOGHYHORSPHQWHGLWRUFRQVHFXWLYHO\EXLOGVD OLQNZLWKDQH[LVWHQWSODQIURPWKHGLYLVLRQRI
KHDOWK:HE2QWRORJ\/DQJXDJH2:/KDVEHHQUHFRJQL]HGDVWKHFRPSRQHQWEHORQJLQJWRWKHULVLQJVWDFNRI
:&JXLGDQFHZKLFKLQFOLQHVWREHFRQQHFWHGWR6HPDQWLF:HE6HPDQWLF:HELVDQLGHDZKLFKLVLQWHQGHGIRU
DFKLHYLQJDQRSSRUWXQLW\RIWKH:HE,WDLPVWRSURYLGHZLWKGRFXPHQWDWLRQWKDWPXVWKDYHDFOHDULPSRUWDQFH
DQGPD\FUHDWHVLPSOHUZD\VWRLQYROXQWDULO\KDQGOLQJRIWKHPDFKLQHVDQGFRPELQHGDWDWKDWLVDFFHVVLEOHRQ
:HE7HNWRQLGLVHWDO 
7KHRWKHU LPSRUWDQWYHUGLFW LQHPHUJLQJRQWRORJ\KDVEHHQZKHWKHU WRXWLOL]HDQDFFHVVLEOHRQWRORJ\IURPWKH
WH[W RU FUHDWH LW IURP WKH VFUDSH 7KHUH DUH UHXVDEOH RQWRORJ\ OLEUDULHV WKDW DUH DYDLODEOH RQOLQH DQG LQ WKH
OLWHUDWXUHVXFKDVWKRVHIRXQGLQWKHSUHVHQWDWLRQVE\2QWROLQJXDDQG'$0/2QWRORJ\/LEUDU\
7KHUH LVDOVRDZLGHDYDLODELOLW\RIFRPPHUFLDORQWRORJLHV WKDW LQFOXGH8QLWHG1DWLRQV6WDQGDUG3URGXFWVDQG
6HUYLFHV&RGH81636&5RVHWWD1HWDQG'02=
7KH PHGLFDO RQWRORJLHV DUH DYDLODEOH LQ FDWHJRULHV ZKLFK LQFOXGH 2SHQ &OLQLFDO 2QWRORJ\ &OLQLFDO 2QWRORJ\
:HEVLWH80%(/DQG2SHQ:HWZDUH1RQHWKHOHVVQRQHRIWKHPRGDOLWLHVZUDSDOOWKHDYDLODEOHSURFHVVHVWKDW
DUHXWLOL]HGZLWKLQDKRVSLWDORULQWKHLQGLYLGXDOGDWDIRUKHDOWK$OOUHJXODWLRQVWKDWFRQWUROWKHDGPLQLVWUDWLRQRI
WKH KRVSLWDO UHFRUG SURYLGLQJ WKH DFFHVV WR WKH UHVSRQVLEOH LQGLYLGXDOV DUH DFTXLUHG LQ DFFRUGDQFH WR WKH
RQWRORJ\GHYHORSHGE\2PUDQ
7KH RWKHU SDUW RI RQWRORJ\ H[HFXWLRQ LV WR ZULWH GRZQ WKH OLVW RI DOO FRQGLWLRQV WKDW DUH RI LQWHUHVW WR WKH
LQYHVWLJDWRUIRUFRQFOXGLQJDQGWRSURYLGHGHWDLOVWRWKHXVHU6LJQLILFDQWKHDOWKFDUHWHUPLQRORJLHVZHUHLGHQWLILHG
LQ WKLVSUHVHQW FDVH DQG LQ WKH VXUYH\ HPSOR\HG LQ WKHKRVSLWDO ,W KDV LQFOXGHG WKH WHUPV OLNHGRFWRUSDWLHQW
QXUVHPHGLFDOUHFRUGDQGWUHDWPHQW,WKDVEHHQGHHPHGQHFHVVDU\WRFRPSLOHDFRPSOHWHOLVWRIFRQGLWLRQVWKDW
PD\QRWFRYHUWKHLGHDVWKH\FRPPXQLFDWHWRLQFOXGLQJWKHDVVRFLDWLRQVEHWZHHQWKHFRQGLWLRQVDQ\SURSHUWLHV
WKDWWKHLGHDVPD\KDYHRUZKHWKHUWKHLGHDVDUHSURJUDPVRUVORWV5HIHUHQFHVIURPOLWHUDWXUHKDYHEHHQXVHG
IRUEHWWHUXQGHUVWDQGLQJ WKHRQWRORJLFDOFRQFHSWV5HXWHUV+HDOWK/HYHO6HYHQ,QF8QLYHUVLW\RI
$OEHUWD  :HEVWHU  2QFH WKLV SDUW KDV EHHQ FRPSOHWHG D FKDLQ RI FRPPDQG LV UHTXLUHG WR EH
FRQVWUXFWHG
7KHRQWRORJ\JLYHQRQILJXUHGHVFULEHV WKHSDUWVRIDKHDOWKFDUHRUJDQL]DWLRQ WR LQGLFDWHDQH[HFXWLRQRIDQ
RQWRORJ\EDVHGDFFHVVFRQWURO,QWKHSUHVHQWHGKHDOWKFDUHIDFLOLW\GLIIHUHQWJURXSVRIDFWRUVDQGRUJDQL]DWLRQV
DUHSURYLGHGZLWKDQDFFHVVWRWKHFXVWRPL]HGLQIRUPDWLRQDQGUHFRUGGDWD7KHVHDFWRUVRURUJDQL]DWLRQVLQHDFK
RIWKHGLIIHUHQWFODVVHVFDQEHDOORZHGZLWKSHUPLVVLRQVZKLFKPD\LQWHUSUHWWRWKHVSHFLDODFWLRQVWKDWFDQEH
FRQGXFWHGRQGRFXPHQWDWLRQRUUHFRUGGDWD
7KHPRGDOLW\RI³KHDOWKFDUH´LVLGHQWLILHGDVWKHKLJKHUOHYHORIRQWRORJ\,WKLJKOLJKWVWRIDFLOLWDWHWKHHQWLUHORZ
OHYHO QRGHV DQG VXSSRUWV WKH H[DPSOH WKDW RQWRORJ\ LV D FRPSRQHQW RI WKH ³KHDOWKFDUH´ RUJDQL]DWLRQ 7KH
RUJDQL]DWLRQ FDUULHV IRXU QRGHV DFWRU RUJDQL]DWLRQ UHFRUG DQG HYHQW 7KH DFWRU QRGH KDV ORZ OHYHO RI
FRQYHUJHQFHGHVFULELQJWKHFDWHJRU\RIDFWRU7KHVHIDFWRUVDUHSULPDULO\GHPRQVWUDWHGE\SDWLHQWGRFWRUQXUVH
DGPLQLVWUDWRU DQGPDQDJHU7KH FODVV IURPZKLFK WKH DFWRUEHORQJVSDUWLFXODUO\GHWHUPLQHV WKHSURYLVLRQRI
VSHFLDODFFHVVHVWRGDWDDQGWKHDFWLRQVWKDWFDQEHFRQGXFWHGRQWKDWGDWD
7KHRUJDQL]DWLRQQRGHKDV ORZ OHYHORI FRQYHUJHQFHGHVFULELQJ WKH FODVVRIRUJDQL]DWLRQ WKDW LV DFFHSWDEOH WR
DFFHVVWKHLQIRUPDWLRQ7KLVFODVVLVUHSUHVHQWHGE\KRVSLWDOJHQHUDOSUDFWLFHDQGLQVXUHURUJDQL]DWLRQ$FFHVVHV
WRGRFXPHQWDWLRQDQGDFWLRQVZKLFKFDQEHFRQGXFWHGRQWKDWGDWDDUHFDSDEOHWREHOLPLWHGRUDSSURYHGEDVHG
XSRQWKHRUJDQL]DWLRQUHODWHGZLWKWKHXVHUGHPDQGLQJWKHDFWLRQ
7KHUHFRUGQRGHKDVORZHUOHYHOFRQYHUJHQFHGHVFULELQJWKHFODVVRIGDWDZKLFKLVFROOHFWHGDQGGLUHFWHGDKHDG
E\DFWLRQVSHUIRUPHGRQWKDWLQIRUPDWLRQ7KHGDWDUHFRUGRIHDFKFODVVFRPSULVHVRILQIRUPDWLRQWKDWPXVWEH
FRQWDLQHG ZLWKLQ D UHFRUG RU RWKHU GDWD VWRUDJH V\VWHP ZLWK UHVWULFWHG DFFHVV 7KLV FODVV LV UHSUHVHQWHG E\
PHGLFDOUHFRUGOHWWHUIURPDGRFWRUDQGLQIRUPDWLRQVHWRIWKHLQVXUDQFHSROLF\7KHDFFHVVSURYLGHGIRUWKHGDWD
FDWHJRULHVDORQJZLWK WKHGHWHUPLQDWLRQRI W\SHRIDFFHVVLELOLW\ LV VWULFWO\FRQWUROOHG7KH W\SHRIDFFHVVLELOLW\
PD\ LQFOXGH WKHGDWD JHQHUDWLRQ DFFHVV DV ZHOO DV WKH UHPRYDO 7KH DSSURYDO LV SURYLGHGRQ WKHEDVLV RI WKH
DSSOLFDQW¶VDFWLQJFODVVRUWKHUHODWLRQRIWKHDSSOLFDQWZLWKWKHRUJDQL]DWLRQDORQJZLWKWKHDFWLRQWKDWLVWREH
FRQGXFWHGXSRQWKHGDWD
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
7KHHYHQWQRGHKDVORZHUOHYHOFRQYHUJHQFHGHVFULELQJWKHW\SHRIVLWXDWLRQWKDWFDQWDNHSODFHLQWKHKHDOWKFDUH
RUJDQL]DWLRQ7KHVHDUHGHPRQVWUDWHGE\ UHFRPPHQGDWLRQ VXUJHU\EHKDYLRU DQGGLVFXVVLRQ7KHFDSDELOLW\ WR
EHJLQHDFKRIWKHVHSURFHGXUHVVLWXDWLRQVRUWREHWKHSDUWRIHDFKRILWFDQEHFRQWUROOHGRUGHFLGHGEDVHGXSRQ
WKHFODVVRIDSSOLFDQWRURUJDQL]DWLRQ$GRFWRUKROGVWKHDXWKRULW\WRGHPDQGWKHGDWDEDVHFRQFHUQLQJDSDWLHQW
EXWDQDGPLQVXSHUYLVRUFDQQRWPDNHVXFKFDOOV
7KHRQWRORJ\PDSSLQJVDQGRQWRORJ\UHFRUGVDUHXVHGWRLGHQWLI\WKHFODVVRIDFWRULQZKLFKUHTXHVWRUFRQFHUQV
ZKHQDV\VWHPREWDLQDGHPDQGIURPWKHXVHU7KHV\VWHPWKHQDFFHVVHVWKHVHTXHQFHUHODWHGZLWKWKHGHPDQGHG
DFWLRQDQGGHFLGHV LI WKHXVHUKDVDSSURYHG WRFRQGXFW WKHDFWLRQ UHODWHGZLWK WKDWVHTXHQFHRQ WKHGHPDQGHG
GDWD7KHFRPSOHWHRQWRORJ\ZKLFKKDVEHHQGHYHORSHGIRU WKHKHDOWKFDUHV\VWHPLVSUHVHQWHG LQ WKHZRUNE\
2PUDQ7KLVRQWRORJ\LVEDVHGRQTXHVWLRQQDLUHVVXUYH\VDQGIHHGEDFNVFROOHFWHGIURPWKH³,QWHUQDWLRQDO
&OLQLF´LQ.XZDLWDQGH[SHUWVIURP³0DGULG8QLYHUVLW\´DQG³,%0&RPSDQ\´+HUHDIWHUWKHGHYHORSHGV\VWHP
KDVEHHQUHIHUUHGDV2QWRORJ\&KDLQ%DVHG$FFHVV&RQWURO6\VWHPRU2&K%$&
2.3 The Ontology-Chain-Based Access Control System (O-ChBAC) 
7KHFRPSOHWHPHWKRGRIWKH2&K%$&VWUXFWXUHDQGDOOLWVSDUWVDUHREWDLQDEOHLQ)LJXUHDQG)LJXUH)LJXUH
 LVDQH[DPSOHRIKRZ WKHVWUXFWXUHDFWV IRUDSDUWLFXODU VFHQDULR$GDWDDFFHVVGHPDQGVWDUWVZLWK WKHXVHU
GHPDQGDFFHVV WRDGHWDLOHGUHFRUG ,W LV OLNHO\ WRYHULI\ WKHHOHFWHGXVHU W\SHIRUH[DPSOHDGRFWRU IURPWKH
SURILOHRI WKHFXUUHQWXVHU7KH V\VWHPFDQGHFLGH WKH VHWRI VLWXDWLRQVXQGHUZKLFK LWPD\DOORZ WKHXVHUV WR
DFFHVV WKH GDWD E\ HQTXLULQJ WKH RQWRORJ\ 1H[W HDFK VLWXDWLRQ PXVW EH LGHQWLILHG IRU UHTXLUHPHQWV XQWLO D
VLWXDWLRQ LV HVWDEOLVKHG DV EHLQJ VXLWDEOH IRU WKH XVHU ,QVSHFWLQJ WKH UHTXLUHPHQWV PD\ HQJDJH DVVHPEOLQJ
LQIRUPDWLRQ WDNHQRII WKH UHFRUGRU DVNLQJ IRU WKH LGHQWLILFDWLRQRI WKHXVHU:KHQDSDUWLFXODUSHUVSHFWLYH LV
GHHPHGDSSOLFDEOHIRUDGHPDQGDFFHVVLVVXEVHTXHQWO\DSSURYHG2WKHUZLVHWKHDFFHVVLELOLW\IRUWKHGDWDEDVH
LVGHQLHG

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2.4 Experiment Setup 
7KHH[SHULPHQWVLGHQWLILHGKHUHDUHWRPDNHFHUWDLQZKHWKHUWKHGHYHORSHGPHWKRGVDUHFDSDEOHRISUHVHQWLQJD
SHUFHSWLYHEHWZHHQVLWXDWLRQVZKHUHDGPLVVLRQVKRXOGEHJUDQWHGDQGZKHUHLWVKRXOGEHUHIXVHG7KHREMHFWLYH
RIWKLVVHWRIH[SHULPHQWVLV
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R
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
• 7RGHPRQVWUDWHWKDWE\XWLOL]LQJWKHGHYHORSHGV\VWHPDQLPSURYHPHQWFDQEHJHQHUDWHGLQEHWWHUGDWD
DFFHVVPDQDJHPHQWE\UHWULHYLQJPRUHDFFXUDWHUHVXOWV
,WLVQRWMXVWDPDWWHURIUHWULHYLQJDOOWKHDYDLODEOHLQIRUPDWLRQUDWKHUUHWULHYLQJUHVXOWVDVDFFXUDWHO\DVSRVVLEOH
ZKHQ WKH XVHU VXEPLWV WKH UHTXHVW $FKLHYLQJ WKLV JRDO ZLOO JUHDWO\ KHOS XVHUV LQ DFFRPSOLVKLQJ WKHLU ZRUN
HIILFLHQWO\DQGZLWKIHZHUHUURUV,WDOVRPDNHVDXGLWUHWULHYLQJRIDQ\PLVXVHRILQIRUPDWLRQPXFKHDVLHUDVLWLV
PXFKFRQFHQWUDWHGIURPWKHGDWDUHWULHYHGDQGDFWLRQ WDNHQ7KHV\VWHPKDVEHHQGHYHORSHG WRKDYHVLWXDWLRQ
VHQVLWLYLW\VXFKWKDWWKHDFFHVVDXWKRUL]DWLRQIRUWKHGDWDFDQFKDQJHDFFRUGLQJWRWKHVLWXDWLRQZKHUHWKHGDWDLV
EHLQJXVHG7KLVIOH[LELOLW\FDQJUHDWO\KHOSWKHV\VWHPLQFKDQJLQJHQYLURQPHQWVOLNHWKHFDVHLQDKRVSLWDO 
,Q WKLV VHW RI H[SHULPHQWV VRPH EDVLF VFHQDULRV IURP 7DEOH  KDYH EHHQ WDNHQ LQWR FRQVLGHUDWLRQ 6HWWLQJ
H[SHULPHQWV WR YDOLGDWH WKHVH FULWLFDO FULWHULD LV QHLWKHU DQ HDV\ QRU D VWUDLJKW IRUZDUG WDVN DV LW FDQQRW EH
PHDVXUHGRUFDOFXODWHGEXWLWLVUDWLRQDOO\HYDOXDWHG,WFDQDOVREHFRPSDUHGZLWKGDWDWKDWVKRXOGEHUHWULHYHGLQ
WKHLGHDOVROXWLRQWRPHHWWKHXVHUV¶UHTXLUHPHQWV6HWWLQJXSWKHTXHVWLRQQDLUHVWRWHVWDQGHYDOXDWHWKHSURSRVHG
VHPDQWLFV\VWHPWRRNDJUHDWDPRXQWRIWLPHDQGOHQJWK\GLVFXVVLRQVZLWKH[SHUWVLQWKHILHOGWRFRYHUDOOUHODWHG
FULWHULDEXWZLWKRXWUHGXQGDQF\$VXVXDOO\LQVHPDQWLFH[SHULPHQWVXVHUV¶IHHGEDFNLVRQHRIWKHFHQWUDOLVVXHV
WKDW WKH H[SHULPHQWV UHO\ RQ )RU WKH SXUSRVH RI HYDOXDWLQJ WKH 2&K%$& V\VWHP WKH KRVSLWDO GDWDEDVH
DGPLQLVWUDWRU'$ZDVDVNHGWRFKRRVHDUDQGRPVHWRIXVHUVOHYHOVRIH[SHUWLVHZLOOEHJLYHQLQGHWDLOVODWHULQ
WKLVVHFWLRQWRWHVWWKHGHYHORSHGV\VWHPLQFRPSDULVRQZLWKWKHRWKHUWZRFRQYHQWLRQDOV\VWHPV
• &ODVVLFDO&KDLQZLWKRXWVHPDQWLF&K%$&
• 5%$& 
7KH 2&K%$& GHYHORSHG V\VWHP LV XVLQJ WKH SULQFLSOHV RI &K%$& H[SODLQHG LQ WKH SUHYLRXV VHFWLRQ DQG
LQWHJUDWHVLWZLWKRQWRORJ\WKDWKDVEHHQGHYHORSHGXVLQJSURWpJp2:/HGLWRUDQG-DYD*8,7KHIXOOYHUVLRQRI
WKLVRQWRORJ\LVVKRZQLQ>@7KHWKUHHV\VWHPVXQGHUVWXG\KDYHDFFXUDWHO\WKHVDPH*8,WRPDNHVXUHWKDW
WKHXVHUV FDQQRW UHFRJQL]H WKHGLVWLQFWLRQEHWZHHQ WKHPZKLFKPD\ LQIOXHQFH WKHLU DGYLFH7KH V\VWHPXVHUV
KDYHEHHQWUDLQHGRQXVLQJWKH*8,LQWHUIDFHEHIRUHWKHH[SHULPHQWV7KHV\VWHP2&K%$&ZDVSODFHGLQWKH
PLGGOHRIWKHRWKHUWZRV\VWHPVDVV\VWHP%DIWHU&K%$&
8VHUVKDYHEHHQJLYHQFDUHIXOO\VHOHFWHGVFHQDULRVWKHVHVFHQDULRVKDYHEHHQGLVFXVVHGDOVRZLWKH[SHUWVIURP
WKH ILHOG WKDW FRYHU DOO PDLQ IXQFWLRQDOLWLHV DV VKRZQ LQ 7DEOH  7KH VFHQDULRV KDYH EHHQ RSWLPL]HG WR WKH
SUHIHUUHG UHVSRQVLELOLWLHV WKDW DUH VKRZQ LQ WKH TXHVWLRQQDLUHV JLYHQ WKDW LI H[DFW SURFHVVHV FDPH LQ XQXVXDO
VFHQDULRV ,W KDV EHHQ GHWHUPLQHG EDVHG RQ WKH LPSRUWDQW W\SHV RI XVHUV LQ WKH KRVSLWDO 7KHVH XVHUV IDFH WKH
FRPSOHWH DQGVHULRXV VFHQDULRV7KH WDVNV LQFOXGHG VRPHVFHQDULRVFRPPRQEHWZHHQXVHUVRIGLIIHUHQW W\SHV
%XWGLIIHUHQWXVHUVUHTXLUHYLHZLQJGLIIHUHQWSDUWVRIWKHLQIRUPDWLRQDFFRUGLQJWRWKHVLWXDWLRQ
,QRUGHUWRHVWLPDWHWKHVHPHWKRGVWKHTXHVWLRQQDLUHVZHUHJLYHQWRWKHVHOHFWHGJURXSRIXVHUVUDQGRPO\IURP
WKHKRVSLWDO2QO\RQHFRQGLWLRQKDVEHHQHPSOR\HGWKDWWKHXVHUVVHWPXVWLQFOXGHDWOHDVWRQHSDUWLFLSDQWIURP
HDFKRIWKHJURXSV7KHPRVWLPSRUWDQWVFHQDULRVWKDWZHUHWDNHQLQWRWKHDFFRXQWIRUWHVWLQJKDYHLQFOXGHG
 $GPLQ
• ³1HZSDWLHQWUHJLVWUDWLRQ´
• ³%RRNLQJDSSRLQWPHQWV´
• ³9LVLWIRUDSSRLQWPHQW´
• ³%LOOLQJ´
• ³0DQDJLQJ3DWLHQWV´
 'RFWRU
• ³5RXWLQH3DWLHQW&RQVXOWDWLRQ´
• ³2XWJRLQJUHIHUUDO´
• ³,QFRPLQJUHIHUUDO´
 1XUVH
• ³1XUVH&RQVXOWDWLRQ´
• ³,QFRPLQJ5HIHUUDO´
 'DWDEDVH$GPLQLVWUDWRU'$
• ³2YHUDOOGDWDEDVHPDQDJHPHQW´
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R
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
• ³&KDQJLQJDFFHVVSROLFLHV´
7KHSHUIRUPDQFHHYDOXDWLRQRIWKHV\VWHPKDVEHHQGLYLGHGLQWRIRXUFDWHJRULHV
• ³$FFXUDF\´
• ³&RUUHFWQHVV´
• ³6LWXDWLRQVHQVLWLYLW\)OH[LELOLW\RIWKHV\VWHP´ 
• ³5HODWLYHWLPHWRSHUIRUPDWDVN´
2.5 Technical Details 
7KHSDUWLFLSDQWVZKRZHUH UHFUXLWHG LQWR WKH VHWRI H[SHULPHQWV KDYHEHHQ WKH VWDII IURP UHDO KRVSLWDOV7KH
UHVSRQVLELOLWLHVRIWKHVHSHUVRQQHOZHUHDVIROORZV
• ³7KUHHDGPLQV´ 
• ³2QHGRFWRU´
• ³7KUHHQXUVHV´
• ³2QHGDWDEDVHDGPLQLVWUDWRU'$´
7KHVHTXHVWLRQQDLUHVZHUHSURYLGHGWRWKHXVHUVZKLOHWKHHYDOXDWLRQVHWWLQJKDVEHHQGHYHORSHGDWWKHKRVSLWDO
WKDWXWLOL]HGWKHXVHRIDFRPSXWHUZLWKWKHIROORZLQJVSHFLILFDWLRQV
2SHUDWLQJ6\VWHP:LQGRZV8OWLPDWHELW
3URFHVVRU,QWHO&RUH'XR&387#*+] 
0HPRU\5$0*%''5
7KHGHPRQVWUDWLRQZDVJLYHQWRWKHVHXVHUVRQ³KRZWRXVHWKHV\VWHPV´EHIRUHWKH\KDGEHHQSURYLGHGE\WKH
WDVNV7KHQXVHUVZHUHWROGWRDFWDFFRUGLQJWRWKHVFHQDULRVWKDWZHUHSUHVHQWHGLQWDEOH7KHQWKHXVHUVZHUH
DVNHG WR FRPSOHWH WKHVH UHVSRQVLELOLWLHV DQG VDYH WKHLU DQVZHUV WR D FRQWHQW ILOH ,Q DGGLWLRQ GDWDEDVH
DGPLQLVWUDWRUVZHUHDVNHGWRJLYHKHOSDQGDQVZHUTXHVWLRQVLIUHTXLUHG 
7KH FKDLQ RQWRORJ\ EDVHG V\VWHP ZDV WHVWHG ZKHQ XVHUV ZHUH DVNHG WR WHVW DOO WKUHH V\VWHPV 7KHVH LQFOXGH
V\VWHP $ WKDW FRQWDLQV &K%$& V\VWHP % FRQWDLQV 2&K%$& DQG V\VWHP & LQFOXGHV 5%$& ZLWKRXW
VHPDQWLFV7KHUHVSRQVHVRIWKHLQYHVWLJDWLRQDUHSUHVHQWHGLQ7DEOHDQGDVREWDLQHGE\WKHXVHU7KH*8,
FDQ KHOS LQWR KLGLQJ WKH LGHQWLW\ RI WKH V\VWHPV 7KH XVHU ZDV UHTXHVWHG WR EHJLQ ZLWK WKH XVHU QDPH DQG
SDVVZRUG7KHLQWHQWLRQKDVEHHQWRFRUUHVSRQGZLWKWKH*8,WKDWLQYROYHVFHUWDLQUXOHVRI5%$&DORQJZLWKWKH
QHFHVVDU\ VHW RI DFWLRQV UHJDUGLQJ FKDLQ PHWKRG 7KH GHYHORSHG V\VWHP RI 2&K%$& SDVVHV WKURXJK WKH
RQWRORJ\OD\HUWRLGHQWLI\WKHDFWLRQVWKURXJKJURXSRIXVHUV

7DEOH$GPLQVIHHGEDFNRQWKHTXHVWLRQQDLUH
8VHU 7DVN $FWLRQ 6WDWXV
$GPLQ

$FFHVVZLWKXVHUQDPHDQG
SDVVZRUG
5HDGLQIRUPDWLRQIURPWKHMDYDFRGHFKHFN
ZLWKWKHRQWRORJ\WKURXJK6SDUTOTXHU\
6XFFHVV>DV
VKRZQLQ)LJ@
$GPLQ

$FFHVVZLWKXVHUQDPHDQG
SDVVZRUG
5HDGLQIRUPDWLRQIURPWKHMDYDFRGHFKHFN
ZLWKWKHRQWRORJ\WKURXJK6SDUTOTXHU\
6XFFHVV
$GPLQ

$FFHVVZLWKXVHUQDPHDQG
SDVVZRUG
5HDGLQIRUPDWLRQIURPWKHMDYDFRGHFKHFN
ZLWKWKHRQWRORJ\WKURXJK6SDUTOTXHU\
6XFFHVV
$GPLQ

&UHDWHQHZSURILOHUHFRUGIRUD
QHZSDWLHQW
:ULWHLQIRUPDWLRQWRWKHGDWDEDVH 6XFFHVV
$GPLQ

&UHDWHQHZSURILOHUHFRUGIRUD
QHZSDWLHQW
:ULWHLQIRUPDWLRQWRWKHGDWDEDVH 6XFFHVV
$GPLQ

&UHDWHQHZSURILOHUHFRUGIRUD
QHZSDWLHQW
:ULWHLQIRUPDWLRQWRWKHGDWDEDVH 6XFFHVV
$GPLQ

3URFHVVHGLWWKHLQIRUPDWLRQRI
DQH[LVWLQJSDWLHQW
5HDGDQGZULWHLQIRUPDWLRQWRWKHGDWDEDVH 6XFFHVV>DV
VKRZQLQ)LJ@
$GPLQ

3URFHVVHGLWWKHLQIRUPDWLRQRI
DQH[LVWLQJSDWLHQW
5HDGDQGZULWHLQIRUPDWLRQWRWKHGDWDEDVH 6XFFHVV
$GPLQ 3URFHVVHGLWWKHLQIRUPDWLRQRI 5HDGDQGZULWHLQIRUPDWLRQWRWKHGDWDEDVH 6XFFHVV
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R



5HVXOWV
,Q7DEOHLWKDVEHHQGLVSOD\HGWKDWWKHDGPLQLVKDYLQJWKHULJKWWRHVWDEOLVKDQHZSDWLHQWUHFRUGE\FROOHFWLQJ
LQIRUPDWLRQVXFKDVH[DFWQDPH'2%DQGDGGUHVV7KHDGPLQDOVRLQGLFDWHVWRKDYHDQDXWKRULW\WRDSSURDFK
WKHSDWLHQWV¶ UHFRUG WR VHW WKH VFKHGXOHGPHHWLQJRQ WKH VLWXDWLRQRU UHVFKHGXOHZLWK UHJDUG WR WKHFDOO IURPD
GRFWRU DV JLYHQ LQ WKH DSSRLQWPHQW WDE LQ )LJXUH  DQG )LJXUH  7KH DGPLQ FDQ DOVR DSSURDFK WKH ELOOLQJ
LQIRUPDWLRQRIDSDWLHQWVSHFLILHGZLWKWKHVLWXDWLRQWRIDFLOLWDWHWKHGRFXPHQWDWLRQRIWKHSDWLHQWZKRKDVEHHQ
LPSDUWHGWRWKLVSDUWLFXODUDGPLQ2WKHUZLVHWKHDGPLQZLOOQRWDOORZWKHDFFHVVLELOLW\

)LJXUH7KH*8,IRU$GPLQDIWHUD6XFFHVVIXO$FFHVV&KHFN3DWLHQW1DPHVVKRZQDUH)LFWLRQDO7KH3URILOH
7DELVGLVDEOHG

)LJXUH(GLWLQJWKH,QIRUPDWLRQRI([LVWLQJ3DWLHQW7KH3URILOH7DELVHQDEOHG

 DQH[LVWLQJSDWLHQW
$GPLQ

&KHFNWKHELOOLQJRIDVSHFLILF
SDWLHQW
5HDGLQIRUPDWLRQIURPDGDWDEDVH 6XFFHVV
$GPLQ

&KHFNWKHELOOLQJRIDVSHFLILF
SDWLHQW
5HDGLQIRUPDWLRQIURPDGDWDEDVH 6XFFHVV
$GPLQ

&KHFNWKHELOOLQJRIDVSHFLILF
SDWLHQW
5HDGLQIRUPDWLRQIURPDGDWDEDVH 6XFFHVV>DV
VKRZQLQ)LJ@
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


7KUHHDGPLQVKDYHEHHQDVNHGWRJRDOOWKHZD\WKURXJKWKHSUHVHQWHGVLWXDWLRQVWRHYDOXDWHWKHGHYHORSPHQWRI
WKHV\VWHPIROORZHGE\ WKHFROOHFWLRQRI WKHLU UHVSRQVH7KHUHVXOWVDUHVKRZQLQ7DEOH$IWHUREVHUYLQJ WKH
VNLOORI WKH&KDLQ2QWRORJ\%DVHG6\VWHP2&K%$&LQRUGHU WRFRPSOHWHQHFHVVDU\IXQFWLRQVUHODWHGWR WKH
GLIIHUHQW WDVNVRI WKH$GPLQ WKH LQYHVWLJDWRUUHTXHVWHG WKH WKUHHDGPLQV WRGR WKHIROORZLQJDFWLRQVXVLQJ WKH
WKUHHV\VWHPVDVIROORZV
• ³6\VWHP$V\VWHPRIFODVVLFDO&KDLQVZLWKRXWRQWRORJ\&K%$&´
• ³6\VWHP%RXUSURSSHGV\VWHPRIFKDLQVZLWKRQWRORJ\2&K%$&´
• ³6\VWHP&V\VWHPRI5%$&´
7KHHVWLPDWLRQKDVEHHQLQGLFDWHGZLWKDFFRUGDQFHWRWKHUHVSRQVHVRIWKHTXHVWLRQVLQ7DEOHDQG7DEOH

7DEOH4XHVWLRQQDLUH*LYHQWR$GPLQVDQGWKHLU$QVZHUV1DPHVXVHGDUH)LFWLRQDO
4XHVWLRQ 8VHU 6\VWHP$ 6\VWHP% 6\VWHP&
,VWKHUHDGHOD\LQ
$FFHVVLQJWKHV\VWHPDW
WKHORJLQ
$GPLQ 1R 1R 1R
$GPLQ 1R 1R 1R
$GPLQ 1R 1R 1R
'LG\RXKDYHDQ\
SUREOHPRUH[SHULHQFHDQ\
GHOD\ZKLOHFUHDWLQJWKH
QHZSDWLHQWSURILOH
$GPLQ 1R 1R 1R
$GPLQ 1R 1R 1R
$GPLQ 1R 1R 1R
'LG\RXKDYHDQ\
SUREOHPLQHGLWLQJWKH
SDWLHQWUHFRUG
$GPLQ 1R 1R 1R
$GPLQ 1R 1R 1R
$GPLQ 1R 1R 1R
,I\RXZDQWWRVHDUFKWKH
SURILOHRIDVSHFLILFSDWLHQW
DQG\RXDUHQRWVXUHDERXW
WKHSDWLHQW,'QRUQDPH
EXW\RXNQRZKHKDVD
FRQGLWLRQRIKHKDV
DSSRLQWPHQWWRGD\ZLWK
WKHGRFWRUDQG\RXQHHGWR
SUHVVWKHDOOEXWWRQZKDW
\RXZLOOKDYH"
$GPLQ $OOWKHSDWLHQWV¶
UHFRUGV
,JHWIRXUSDWLHQWVLQFOXGLQJWKHRQH,VHDUFKIRU±
DFFRUGLQJWRWKHV\VWHPFRQGLWLRQ0RKDPPHG
,PUDQ1RRU+XVLQ3DXOD-RQHVDQG*UHJ
6SHQFHU
$OOWKHSDWLHQWV¶
UHFRUGV
$GPLQ 7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
,JHWIRXUSDWLHQWVLQFOXGLQJWKHRQH,VHDUFKIRU±
DFFRUGLQJWRWKHV\VWHPFRQGLWLRQ
7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
$GPLQ 7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUG
,JHWIRXUSDWLHQWVLQFOXGLQJWKHRQH,VHDUFKIRU±
DFFRUGLQJWRWKHV\VWHPFRQGLWLRQ
7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUG
&DQ\RXHGLWDOOSDWLHQW
ILHOGVLQWKHELOOLQJWDE"
$GPLQ <HV <HVH[FHSWWKHGHVFULSWLRQLWVWUDQVIRUPHGIURP
WKHGRFWRU>DVVKRZQLQ)LJWKHGHVFULSWLRQ
ILHOGLVGLVDEOHGLQJUH\FRORU@
<HV
>H[DPSOHVKRZQLQ
)LJ@
$GPLQ <HV <HVH[FHSWWKHGHVFULSWLRQ7KHDWWULEXWHLVORFNHG <HV
$GPLQ <HV <HVH[FHSWWKHGHVFULSWLRQ,FDQ¶WHGLWLWEXW,FDQ
UHDGLW
<HV
,I\RXZDQWWRVHDUFKWKH
ELOORIDVSHFLILF
SDWLHQWZKRGLGQ¶WSD\
DQG\RXDUHQRWVXUHDERXW
WKHSDWLHQW,'QRUQDPH
DQG\RXQHHGWRSUHVVWKH
DOOEXWWRQZKDW\RXZLOO
KDYH
$GPLQ 7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
7KHV\VWHPLVUHWULHYLQJRQO\WKHSDWLHQWVZLWK
VSHFLILFFRQGLWLRQZKRGLGQ¶WSD\
7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
$GPLQ 7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
7KHV\VWHPLVUHWULHYLQJRQO\WKHSDWLHQWVZKR
GLGQ¶WSD\
7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
$GPLQ 7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
7KHV\VWHPLVUHWULHYLQJRQO\WKHSDWLHQWVZKR
GLGQ¶WSD\
7KHV\VWHPLV
UHWULHYLQJDOOWKH
SDWLHQWVUHFRUGV
:KDWLVWKHWLPH\RXJHW
IURPWKHWLPHUIRUWKH
ORJLQ
$GPLQ PV PV PV
$GPLQ PV PV PV
$GPLQ PV PV PV
:KDWLVWKHWLPH\RXJHW
IURPWKHWLPHUIRU
UHWULHYLQJWKHELOOLQJ
LQIRUPDWLRQ
$GPLQ PV PV PV
$GPLQ PV PV PV
$GPLQ PV PV PV
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


7DEOH$QDO\VLVIRUGDWDLQ7DEOHDGPLQVIHHGEDFN6\PERO;LQGLFDWHVWKHV\VWHPPHHWVWKHFULWHULRQDQG
:LQGLFDWHVLWGRHVQRW
&ULWHULDWREHHYDOXDWHG 4XHVWLRQVUHODWHGWR
WKLVFULWHULD
'RHVWKHV\VWHPPHHWWKHFULWHULDRIHYDOXDWLRQIRUHDFK
TXHVWLRQ"
6\VWHP$ 6\VWHP% 6\VWHP&
$FFXUDF\ 4
4
4
:
:
:
;
;
;
:
:
:
&RQWH[WVHQVLWLYLW\ 4
4
4
:
:
:
;
;
;
:
:
:
7LPH UHTXLUHG WR
SHUIRUPWKHTXHULHV
4
4
4
4
;
;
$YJ PV
$YJ PV
;
;
$YJ PV
$YJ PV
;
;
$YJ PV
$YJ PV
 
3.1 Analysis of Results Related to Admin Feedback 
7DEOH LV VHOHFWHG WRYHULI\ WKHDXWKRULW\ WKDWFRPHVZLWK WKHKDQGOLQJRI WKHV\VWHPWRZUDSQHFHVVDU\GDLO\
RSHUDWLRQV RI WKH KRVSLWDO V\VWHP 7KH UHVXOWV H[SODLQ WKDW WKH V\VWHP FDQ DFFHVV WKH PRGHO RI WKH RQWRORJ\
ZKHUH VSDUTO TXHULHV FDQ EH WUDQVODWHG DQG GDWDEDVH FDQ EH ZULWWHQ 7KH TXHVWLRQV RQ 7DEOH  ZHUH JLYHQ WR
HVWLPDWHWKHPHWKRGRIH[DFWQHVVVLWXDWLRQXQGHUVWDQGLQJDQGWLPHUHTXLVLWHIRUUHWULHYLQJWKHLQIRUPDWLRQ7KH
TXHVWLRQV ZHUH DUUDQJHG WR KLJKOLJKW JHQXLQH VLWXDWLRQV ZKLFK PD\ RFFXU LQ D KRVSLWDO DQG VLPXOWDQHRXVO\
HYDOXDWH WKH SURYLGHG PHWKRG RI SUHVHQWDWLRQ IRU WKH JLYHQ WKUHH V\VWHPV $Q H[SODQDWLRQ VKRZLQJ HDFK
SHUIRUPDQFHFULWHULRQDQGWKHTXHVWLRQVXVHGWRHYDOXDWHLWDUHVWDWHGEHORZ7KHH[SHFWHGDQVZHULVDOVRJLYHQLQ
RUGHUWRFRPSDUHLWWRWKHRXWFRPHVREWDLQHGIURPWKHXVHUV 
3.2 Analysis of Results Related to Doctor and Nurses Feedback 
,QWKLVSKDVHRIUHDOVFHQDULRH[SHULPHQWVWKHUHFRUGVRIWKHTXHVWLRQQDLUHUHVXOWVWDNHQIURPRQHGRFWRUDQGWZR
QXUVHV DUH SURYLGHG LQ GHWDLOV LQ 7DEOH  7KH FULWHULRQV DUH PHQWLRQHG EHORZ WKDW DUH HVWLPDWHG WKURXJK
H[SHULPHQWV
&ULWHULRQ$FFXUDF\
44DQG4DUHHVWLPDWHGIRUWKLVPHWKRG7KHSUREDEOHDQVZHUIRU4LV0RKDPPHG,PUDQKRZHYHUWKH
RWKHUSDWLHQWVZHUHDOVRVFKHGXOHGE\WKHGRFWRU
• 0RKDPPHG,PUDQ
• 1RRU+XVLQ
• 3DXOD-RQHV
• *UHJ6SHQFHU
%DVHG RQ WKH TXHVWLRQQDLUH DQVZHUV LW KDV EHHQ HYDOXDWHG WKDW V\VWHP % KDV EHHQ UHDFKHG DW WKH H[SHFWHG
RXWFRPHVZKLFKDUHLQDFFRUGDQFHZLWKWKHFRQGLWLRQVWKDWKDYHEHHQJLYHQE\WKHXVHU0RUHRYHUWKHH[SHFWHG
RXWFRPHVLQUHJDUGRITXHVWLRQQXPEHUILYHKDVLQGLFDWHGWKDWWKHDGPLQFDQHDVLO\JHWDQDFFHVVWRWKHELOOLQJ
DUHDVKRZHYHUWKHH[SODQDWLRQLVDOZD\VEHHQGHFLGHGE\WKHSK\VLFLDQV,WLVDOVRDIDFWWKDWV\VWHP%LVDOZD\V
FRQVLGHUHGDVWKHRQO\RQHV\VWHPZKLFKKDVIXOILOOHGWKHHVWLPDWLRQDVWKLVV\VWHPKDVJLYHQWKHSRWHQWLDOIRU
WKHDGPLQ W\SHXVHUV7KHHVWLPDWHGDQVZHURITXHVWLRQQXPEHUVL[KDVEHHQJLYHQE\1RRU+XVVQLZKRKDV
LQFOXGHG VL[ SDWLHQWV ZLWKRXW DQ\ SD\PHQW LQ WKH KRVSLWDOV 7KH VXFFHVVIXO LPSOHPHQWDWLRQ RI V\VWHP % KDV
VROYHGVXFKGDWDLQDFFRUGDQFHZLWKWKHVLWXDWLRQVZKLFKKDVEHHQSURYLGHGWKURXJKWKHXVHUV+RZHYHUWKHUHVW
RIWZRDVSHFWVZHUHUHFRYHUHGWKURXJKWKHDEVROXWHOHYHORIVHWVLQUHJDUGVRISDWLHQWV6\VWHP%KDVKLJKOLJKWHG
VRPHRIWKHSUHFLVHUHVXOWVZKLFKDUHFRPSOHWHO\UHODWLYHWRGLIIHUHQWVLWXDWLRQVZKLFKZHUHVXSSOHPHQWDU\LQ
UHJDUGVRIRQWRORJ\DQGWKHKDUGHULPSOLFLWRIWKH-DYDODQJXDJHLQRUGHUWRVOLJKWO\PRYHWKHUDQJHRIGLIIHUHQW
LQYHVWLJDWLRQV
&ULWHULRQ&RQWH[W6HQVLWLYLW\
7KH TXHVWLRQV WKDW KDYH EHHQ SXW WR HYDOXDWH WKLV LVVXH IRU WKH WKUHH V\VWHPV DUH DOVR 4 4 DQG 4 ,W LV
VLJQLILFDQWO\FRPPRQDQGH[SHFWHGIURPWKHRXWFRPHVZKLFKKDVEHHQUHWULHYHGLQWKLVGRPDLQRIWKHVWXG\WKDW
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


WKH FKDQJHV LQ WKH FRQWH[W ZLOO PDNH D GLUHFW LPSDFW RQ WKH V\VWHP ,W LV D IDFW WKDW WKH FRQWH[W LV UHODWHG WR
DSSRLQWPHQWUHJLVWUDWLRQELOOLQJDQGHQGLQJRIWKHSDWLHQWV¶SURILOH7KLVLVDOVRQRWLQFOXGHGLQWKHFDVHUHODWHG
WRWKHRWKHUWZRGLIIHUHQWV\VWHPVDVLWFDQHDVLO\JLYHDFFHVVWRWKHULJKWVDVSHUWKHUROHZLWKRXWEHLQJDIIHFWHG
E\WKHFRQWH[W7KHVHRXWFRPHVZHUHQRWVXUSULVLQJDVLWZDVH[SHFWHGHDUOLHU
&ULWHULRQ7LPHUHTXLUHGWRSHUIRUPWKHTXHULHV
4DQG4DUHXVHGWRHVWLPDWHWKHFULWHULD7KHGDWDPXVWEHUHFRYHUHGZLWKRXWPDNLQJWKHXVHUH[SHULHQFHDQ
LQWHUUXSWLRQ 7KH DXWKRUV KDYH VHDUFKHG D V\VWHP IRU VHPDQWLFV WKDW KDYH EHHQ FRPSDUHG ZLWK RWKHU V\VWHPV
ZLWKRXW DQ LQWHUUXSWLRQ 7KLV LV H[DFWO\ ZKDW WKH\ JRW DV XVHUV GLG QRW IDFH DQ\ LQWHUUXSWLRQ ZKLOH XVLQJ WKH
V\VWHP,QSDUWLFXODUFDVHV5%$&KDVDSSURDFKHGWRWKHWLPHDVLWQHHGVWRLQWHUSUHWWKHVSDUTOTXHU\7KHPDLQ
IDFWRUVWKDWGLGQRWDIIHFWVLJQLILFDQWO\RQV\VWHPE\VSDUTODUHGDWDEDVHSODQQLQJOHVVIHDWXUHVDQGWDEOHVWREH
LGHQWLILHGE\WKHV\VWHPDQGLQWKHFDVHWKDWUHFRUGFDQEHUHDG7KHUHVXOWVRIWDEOHDUHSUHVHQWHGLQWDEOH
ZKLFKVKRZVWKHFRPSDULVRQEHWZHHQWKHV\VWHPVIRUWKHJLYHQPHWKRGV,WDOVRGHWHUPLQHVWKHVWDQGDUGWLPHWR
H[HFXWH WKHTXHU\7KHJURXSRIVFHQDULR LQ WKHV\VWHPLVSUHVHQWHGE\ WKHHVWLPDWHG WDEOH WKDW LQGLFDWHV WKH
HYLGHQFHRISUHFLVLRQVLWXDWLRQKDQGOLQJDQGSURYLGLQJJRRGWLPHIRUUHWULHYDOV

7DEOH4XHVWLRQQDLUHIRU'RFWRUDQG1XUVHVDQGWKHLU$QVZHUV
4XHVWLRQ 8VHU 6\VWHP$ 6\VWHP% 6\VWHP&
&DQ\RXFKHFNWKH
SURILOHRIWKHSDWLHQW
\RX¶UHVHDUFKLQJIRU
'RFWRU <HV <HV <HV
1XUVH 3DUWLDOO\'2%
DQGDGGUHVV
1RRQO\KLV
QDPH
3DUWLDOO\'2%
DQGDGGUHVV
1XUVH 6RPH'2%
DQGDGGUHVV
RQO\KLV
QDPH
6RPH'2%DQG
DGGUHVV
&DQ\RXHGLWWKHSURILOH
RIWKHSDWLHQW\RX¶UH
VHDUFKLQJIRU
'RFWRU 1R 1R 1R
1XUVH 1R 1R 1R
1XUVH 1R 1R 1R
&DQ\RXFKHFNDOOWKH
DWWULEXWHLQWKHSDWLHQW
LPPXQL]DWLRQ
'RFWRU <HV <HV <HV
1XUVH <HV <HV <HV
1XUVH <HV <HV <HV
&DQ\RXXSGDWHDOOWKH
SDWLHQWLPPXQL]DWLRQ
DWWULEXWHV
'RFWRU <HV <HV <HV
1XUVH <HV 1RRQO\
VWDWXVRIWKH
LPPXQL]DWLRQ
<HV
1XUVH <HV ,FDQ¶WRQO\
VWDWXVRIWKH
LPPXQL]DWLRQ
<HV
:KDWLVWKHWLPH\RXJHW
IURPWKHWLPHUIRUWKH
ORJLQ
'RFWRU PV PV PV
1XUVH PV PV PV
1XUVH PV PV PV
:KDWLVWKHWLPH\RXJHW
IURPWKHWLPHUIRU
UHWULHYLQJWKH
LPPXQL]DWLRQLQIRUPDWLRQ
'RFWRU PV PV PV
1XUVH PV PV PV
1XUVH PV PV PV

7DEOH$QDO\VLVIRU'DWDLQ7DEOH
&ULWHULDWREH
HYDOXDWHG
4XHVWLRQVUHODWHG
WRWKLVFULWHULD
IURP7DEOH
'RHVWKHV\VWHPPHHWWKHFULWHULDRIHYDOXDWLRQIRUHDFKTXHVWLRQ"
6\VWHP$ 6\VWHP% 6\VWHP&
$FFXUDF\ 4
4
4
4
:
;
;
:
;
;
;
;
:
;
;
:
&RQWH[W
VHQVLWLYLW\
4
4
4
:
;
;
;
;
;
:
;
;
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


4 : ; :
7LPH
UHTXLUHG WR
SHUIRUP WKH
TXHULHV
4
4
$YJ PV
$YJ PV
$YJ PV
$YJ PV
$YJ PV
$YJ PV

3.3 Results Related to Database Administrator Feedback 
7KHGDWDEDVHDGPLQLVWUDWRUZDVDVNHGWRDOWHUVRPHRIWKHSROLFLHVIRUWKHWKUHHV\VWHPVXQGHUWHVWLQJDVGHWDLOHG
LQ7DEOHLQWKHODVWSKDVHRIH[SHULPHQWV

7DEOH'DWDEDVH$GPLQLVWUDWRU)HHGEDFNRQWKH4XHVWLRQQDLUH
7DVN 6\VWHP$ 6\VWHP% 6\VWHP&
:KDWGR\RXQHHGWRGR
LI\RXZDQWWRDGGDXWKRULW\
IRUWKHDGPLQUHFHSWLRQLVW
RQWKHSDWLHQWSURILOH
1HHGWRDXGLWWKH64/
VWDWHPHQWVLQWKHSDWLHQW
WDEOHDQGFKDQJHDQGDGG
64/VWDWHPHQWV
2QO\FKDQJHRQH
VWDWHPHQWLQWKH
DGPLQFODVVLQWKH
SURWpJp2:/
HGLWRUDGGSURSHUW\
WRWKDWFODVV
1HHGWRDXGLWWKH64/
VWDWHPHQWVLQWKHSDWLHQW
WDEOHDQGWKHSROLF\XVHU
WDEOHDQGFKDQJHDQGDGG
64/VWDWHPHQWV
:KDWGR\RXQHHGWRGR
LI\RXZDQWWRDGGDXWKRULW\
IRUWKHDGPLQUHFHSWLRQLVW
RQWKHLPPXQL]DWLRQSURILOH
1HHGWRDXGLWWKH64/
VWDWHPHQWVLQWKHSDWLHQW
WDEOHDQGWKHLPPXQL]DWLRQ
WDEOHDQGWKHQXUVLQJWDEOH
DQGFKDQJHDQGDGG64/
VWDWHPHQWV
2QO\FKDQJHRQH
VWDWHPHQWLQWKH
DGPLQFODVVLQWKH
SURWpJp2:/
HGLWRUDGGSURSHUW\
WRWKDWFODVV
1HHGWRDXGLWWKH64/
VWDWHPHQWVLQWKHSDWLHQW
WDEOHWKHSROLF\XVHUWDEOH
WKHLPPXQL]DWLRQWDEOHDQG
WKHQXUVLQJWDEOHDQGFKDQJH
DQGDGG64/VWDWHPHQWV
 
3.4 Data Analysis of Database Administrator Feedback 
7KHUHZDVDFULWHULDZKLFKKDVEHHQHYDOXDWHGWKURXJKWKHSURSHUGHYHORSPHQWRIWKHV\VWHPZKLFKLVNQRZQDV
IOH[LELOLW\$FFRUGLQJWRWDEOHWKHLQYHVWLJDWRUVKDYHDVNHGWKDWWKHGDWDEDVHDGPLQLVWUDWRUVKRXOGPDGHSURSHU
FKDQJHVLQWKHWZRJLYHQFRQGLWLRQVDQGVHHWKHLPSDFWRIHYHU\JLYHQV\VWHP,7ZDVFOHDUWKDW6\VWHP%LWKDV
VLPSOHU WHFKQLFDOLWLHV WKHUHIRUH LW LV H[WUHPHO\ HDV\ WR FKDQJH GLIIHUHQW FRQGLWLRQV LQ UHJDUGV RI WKLV V\VWHP
6LPLODUDVSHFWKDVEHHQZLWQHVVHGLQHQRUPRXVFDVHV$FFRUGLQJO\LWLVDOVRDIDFWWKDWWKHUHLVH[WUHPHO\ORZHU
QHHGWRPDNHDQ\W\SHRIFKDQJHLQ WKHFRQVWUXFWLRQRIGDWDEDVH7KLVSHUVSHFWLYHLVWRWDOO\GLIIHUHQWIURPWKH
SHUVSHFWLYH RI V\VWHP & ,W LV D IDFW WKDW V\VWHP & FDQ EH FKDQJHG E\ WKH WHFKQLFDO PHPEHUV WKURXJK WKH
FRQGLWLRQVZKLFKDUHPRVWO\VDYHGLQWKHSROLFLHVWDEOH 
$WWKHVDPHWLPHFKDQJHVLQWKHV\VWHP&DOVRUHTXLUHWKHFKDQJHVLQWKHFRQGLWLRQVZKLFKDUHGHYHORSHGIRU
WKH DWWULEXWHV LQ UHJDUGV RI WKH UHODWLYH WDEOHV 2Q WKH FRQWUDU\ WKH FDVH RI V\VWHP % LV WRWDOO\ GLIIHUHQW 7KH
FKDQJHV LQ WKH FRQGLWLRQV DUH GLUHFWO\ FRQWUROOHGE\ WKHSURWpJp2:/HGLWRU LQ UHJDUGV RI WKH V\VWHP % 7KH
VWXG\KDVDOVRLQFOXGHGGLIIHUHQWLQVWUXFWLRQVZKLFKDUHQHFHVVDU\IRUWKHRQWRORJ\WKHUHIRUHWKHIXWXUHFKDQJHV
LQGLIIHUHQWSROLFLHVZLOOEHFRPHHDVLHU%\VXSSRUWLQJWKHFODLPRIWKLVVWXG\WKHLQYHVWLJDWRUVKDYHUHFHLYHGDQ
HPDLO IURP WKH ,& KRVSLWDO GDWDEDVH DGPLQLVWUDWLRQ ZKLFK KDV VKRZQ GLIIHUHQW W\SHV RI IHHGEDFN DQG
UHFRPPHQGDWLRQVIRUWKHXWLOL]DWLRQRIGHYHORSHGPHWKRGVLQWKHFOLQLFDOVHWWLQJV7KLVDVSHFWZDVEHFDXVHRIWKH
HQKDQFHGIOH[LELOLW\DORQJZLWKWKHHDVHRIDOWHULQJGLIIHUHQWSROLFLHVDORQJZLWKWKHSHUVHYHUDQFHRIWKHSULYDF\
FRQFHUQLQJWKHGDWD7KHUHIRUHWKHVWXG\KDVSUHVHQWHGGLIIHUHQWH[SHULPHQWVZKLFKZHUHFDUULHGRXWWKURXJKRXW
GLIIHUHQW\HDUVLQUHJDUGVRIWKHSULPDU\DQDO\VLV
&RQFOXVLRQ
7KH VWXG\ KDV UHWULHYHG RXW WKUHH VLJQLILFDQW SRLQWV ZKLFK KDYH EHHQ VKDSHG E\ WKH ILQGLQJV RI SURSRVHG
H[SHULPHQWV7KHVHSRLQWVDUHDVIROORZ 
• 7KHLPSOHPHQWDWLRQRIUHOLDEOHGHVLJQEHFDXVHRILWVFRPIRUWGHVLJQLVKHOSIXOIRUJHWWLQJUHOLDEOHGDWD
LQUHJDUGVRIDFFHVVLQJPDQDJHPHQWPHWKRG 
• 7KH VHFRQG SHUVSHFWLYH LV WKDW WKH SUHFLVLRQ RI GDWD KDYH EHHQ PDLQO\ LGHQWLILHG WKH GHYHORSPHQW RI
GLIIHUHQWPHWKRGV
• 7KHWKLUGDVSHFWLVDOODERXWWKHWLPHZKLFKLVUHTXLUHGIRUFROOHFWLQJGDWDWKDWFDQEHDUHVXOWRIHDVHU
FLVFFVHQHWRUJ &RPSXWHUDQG,QIRUPDWLRQ6FLHQFH 9RO1R


GHVLJQ 
,W LV DOVR D IDFW WKDW WKH H[SHULPHQWVKDYHEHHQ DFFRUGLQJO\GHYHORSHGGHVLJQHG UHFRUGHG LPSOHPHQWHG DQG
DQDO\]HGIRUJHWWLQJWKHSURSHURXWFRPHVDSSURSULDWHO\7KH5%$&DQG&K%$&V\VWHPVKDYHEHHQWHVWHGE\WKLV
VWXG\E\WKHLPSOHPHQWDWLRQRIGLIIHUHQWGDWDEDVHDGPLQLVWUDWRUV7KHILQGLQJVRIWKHH[SHULPHQWVKDYHVKRZQD
SURSHU DGYDQWDJH WRZDUGV &K%$& V\VWHP ZKLOH PDNLQJ D FRPSDULVRQ ZLWK 5%$& 7KHVH FULWHULD KDYH EHHQ
WHVWHGLQSDUWLFXODUVHWVRIH[SHULPHQWWKDWLQFOXGHG
• ³1XPEHURIUHTXLUHG64/VWDWHPHQWVWRLPSOHPHQWWKHWZRPHWKRGV´
• ³1XPEHURIUHTXLUHGWDEOHVWRLPSOHPHQWWKHWZRPHWKRGV´
• ³1XPEHURIUHTXLUHGFRQVWUDLQWVWRLPSOHPHQWWKHWZRPHWKRGV´
• ³7LPHUHTXLUHGWRUHWULHYHWKHLQIRUPDWLRQ´
7KH VWXG\ KDV VKRZQ VXFK RXWFRPHV E\ SUHVHQWLQJ WKH DQDO\]HG DQG FROOHFWHG RXWFRPHV ZKLFK WKH &K%$&
V\VWHP UHTXLUHVKDOI WKHQXPEHURI64/VWDWHPHQWV DORQJZLWK WKHQXPEHUVRI WDEOHV WLPH IRU UHWULHYDOV DQG
FRQVWUDLQWV7KLVSHUVSHFWLYHLVKHOSIXOIRUJHWWLQJWKHDGYDQWDJHWR&K%$&RQWKHV\VWHPRI5%$&LQWKHWKLUG
DQGILUVWFULWHULDZKLFKKDYHEHHQPHQWLRQHGDERYH
2Q WKHFRQWUDU\ LWKDVEHHQIXUWKHUHYDOXDWHG WKDWQRQHRI WKHXWLOL]HG WZRPHWKRGVKDYHSURYLGHGDQ\RI WKH
VROXWLRQ LQ UHJDUGVRI WKHVHFRQGFULWHULD7KLVSHUVSHFWLYHKDYH UDLVHG WKHVLJQLILFDQFHRI LQWHJUDWLQJGLIIHUHQW
VHPDQWLFWRWKHSULQFLSOHVDQGFKDLQVRI&K%$&+RZHYHUWKHVWXG\KDVVWHSSHGIXUWKHULQWRGLIIHUHQWSUHFLVLRQV
DQGFULWHULDRIVXFKWKHUHIRUHLWLVQHHGHGWRDVVHVVWKHLQWHJUDWLRQUHODWHGLPSDFWRQWKHILUVWFULWHULD7KLVZDV
WKHPDMRUUDWLRQDOHEHKLQGWKHGHYHORSPHQWDQGLPSOHPHQWDWLRQRIVHFRQGH[SHULPHQWLQUHJDUGVRIVHFRQGSRLQW
,WLVDOVRDIDFWWKDWWKHFKDLQKDVUHGXFHGOHYHORISDUDPHWHUVZKLFKDUHQHFHVVDU\WREHLPSOHPHQWHGWKHUHIRUH
WKHRXWFRPHVKDYHLGHQWLILHGWKDWWKHLPSOHPHQWDWLRQZLWKLQ2:/LVH[WUHPHO\VLPSOHUDVFRPSDUHGWR5%$& 
$IWHU WKH FRPSOHWLRQ RI WKLV SKDVH WKH HYDOXDWLRQ KDV EHHQ WUDQVIRUPHG LQWR DQRWKHU FULWLFDO SKDVH ZKLFK
GHPRQVWUDWHGSUHFLVHFULWHULDRIVXFFHVV%HFDXVHRIWKLVSHUVSHFWLYHFRQVXOWDWLRQKDVEHHQUHTXHVWHGLQRUGHUWR
JHWSRVLWLYH UHYLHZV IURP ,%0&RPSDQ\7UHQWR8QLYHUVLW\0DGULG8QLYHUVLW\ DQG(LQGKRYHQ8QLYHUVLW\ ,W
KDVEHHQDJUHHG WKDW WKH IHHGEDFNRIXVHUVKDVEHHQQHHGHG)XUWKHUPRUH VRPHRI WKHXVHUVKDYH UHTXLUHG WR
SUHVHQWGLIIHUHQWVFHQDULRVFDUHIXOO\IRUWKHUHOLDELOLW\RIGLIIHUHQWV\VWHPVLQJHQHUDWLQJLQIRUPDWLRQWKDWFDQEH
DFFXUDWHLQWKHSHUVSHFWLYHRIWKHVHQVLWLYHLVVXHV7KHIHHGEDFNRIWKHXVHUVKDVEHHQLGHQWLILHGSURSHUO\ZKLFK
ZDV H[WUHPHO\ SRVLWLYH DV WKH\ KDYH QRWLFHG PDMRU GLIIHUHQW LQ WKH GDWD UHWULHYHG WKURXJK WKH GHYHORSPHQW
V\VWHP 
7KH VWXG\ DLGV LQ SUHVHQWLQJ LQVLJKWV RI WKH XVHUV UHJDUGLQJ WKH &KDLQ 2QWRORJ\ %DVHG 0HWKRG ,W KDV EHHQ
GHGXFHGWKDWWKH\SUHVXPHWKHWHFKQLTXH
• LVVLPSOHDQGSUHFLVHLQSROLF\VSHFLILFDWLRQ
• LVIOH[LEOHLQLWVH[SUHVVLYHQHVV
• XVHVOHVVWDEOHVDQGFRQGLWLRQVWKDQWKHV\VWHPFXUUHQWO\XVHGDWWKHKHDOWKFDUHSURYLGHU
• LVIDVWHUWKDQWKH5%$&PHWKRG 
,Q FRQFOXVLRQ LW KDV EHHQ VKRZQ WKDW WKH RQWRORJ\ FKDLQEDVHG GDWD DFFHVV PHWKRG LV D VLPSOHU DQG EHWWHU
PDQQHUIRUWKHSHUVHYHUDQFHRIWKHGDWDEDVHSULYDF\ZLWKRXWWKHORVVRIDQ\KLJKHVWVWDQGDUGRIGDWDEDVHGHVLJQ
DQGDGPLQLVWUDWLRQ
$FNQRZOHGJPHQWV
7KHDXWKRUVDUHYHU\WKDQNIXOWRDOOWKHDVVRFLDWHGSHUVRQQHOLQDQ\UHIHUHQFHWKDWFRQWULEXWHGLQIRUWKHSXUSRVH
RIWKLVUHVHDUFK)XUWKHUWKLVUHVHDUFKKROGVQRFRQIOLFWRILQWHUHVWDQGLVQRWIXQGHGWKURXJKDQ\VRXUFH
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